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[0 0 9 5] 

If ^7 5 KlEfcOS&IBti, MIE^ - IE xl ^ > hMIV7f-yx7 
Kit*ft * iUffi 1" * tu K > HtflE^ - y ? g tOEIEii SriUfi! L. fj IE F * xl * > h 
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[0 0 9 6] 

If ^7 6 t:|Sf^)fili, HUffi > hMV "7 h ?iTli. -fur 4 

y totem* tZZ.btmBLt'** K^ra^> h/7rAt^So 
[0 0 9 7] 

JJJL±OJ:-9t^ $P^t:J:^ HERS*, fWmSXfi. «¥^eX(d\ £*i 

1 

[0 0 9 8] 

mwtommtofm] 

[0 0 9 9] 
[0 10 0] 

Hr^a'Jf ^f'Jy- (DSP) £D^ 0 
[0101] 

Af««, &ftmJC*to£7%:, XWto^Smu^OV^tiZ^ K^a.^ 
[0 10 2] 
[0 10 3] 
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[0 10 4] 

±fE<7><M^ 7>3g<7>fct^cD— HIl EI 1 6 (i, document_lab 

el_terminology.xml"7 r f ;K0'J X h<7)0ij^^f o 
[0 10 5] 

^LTI^$tt<i,^ £SLteU fit, Jr^mtt^-f 

#.(777 -f =f; ^fe^-t-^co^ [112 Odocument_label_terminology.xml-7 r >f ^ 

[0 10 6] 

HI 3 frhM 1 3 (i, policy^erminology.xml^T'f ;i/<7)'J^ h <7)$] £7^1-0 ( 
1 (11) £^t"o BI3 frhm 1 3 tCct 0. 1 o<7) P olicy_terminology.x 

ml? 7 )\<*mJ&-tZ>o 
[0 10 7] 

mZfrhm 1 S^policy.terminology.xml^r^r^O 1 ;^ h (DffiUZT^-f £. -9 \Z 
, pol icy_terminology. xml "7 r ;Wi N vJ*. t* A ^ <i y'COftM&f&ifii-t Z> o L 

&< 0 #!lx_i2\ EI3^&v>Tfi, ->7%f A^^f "7°<7)^tiS t Lt, 7°'; > 

9, 7r^v^«;, *^7^7) ? fe:$£ft£ 0 fit, 0flx.«r. II 4 ICtt; 2 
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[0 10 8] 

m 1 4 frb m 2 3 (i. policy. xml<0 7 r>f;KE>'j;* h <7>#fl £tk1-|3 (1) 
(10) *$to il4^f)@2 3i:i»), 1 ocOpolicy.xmlOT T^;i/^t#^ 

[0 10 9] 

±^C0[H 2 r W ^document label t erminology. xml h ^ 0 3 ^ v ?> 

IU1 3 <7)policy_terminology.xml-7 r >f & t [Z LT> ^--^fMi^^-fe ^ jl 'J 
■f-f K*tf &*°'J v-^DSPi: Lt^iJilffl 1.4 EI 2 3 H^i"pol icy. xml 7 

[0 110] 

>kiZ, mi 4^t)H2 3 0policy.xml7r>f ;K50U^ M^StLfc* DSPOft 
it*, BI2 4^<b 2 6 *#JKLt\ #L<m^1-& 0 
[0 111] 

EI 2 4i±, dSP<Dm%\ffi1&<7>M*7F-rm'e$>&o mi 4 tC^£ti*:policy.xml 

SU'lf^^ffi^-t^o DSPOMJ'lt^Ji, El 2 4 KjFSJlfcJ: d <about_this_p 
o 1 i cyxb , </about_th i s_po 1 i cy> "C H i ft tz ^ H K f ?M £ tL & 0 
[0 112] 

D8PO«glltif#fc{i, &1**#JK, ClODSPSrftbODSPtEgUi-*^: *^^5?* 
<serial_number>RDSP0100-00000000000012-2023</serial_number>{w^f «t ? K 
[0 1 13] 

MM Lfc5eH"7 r >f ^-eab^policy_terminology.xml7 r << 'J T 

<t ermino 1 ogy_app 1 i ed>RDST0100-00000000000001-9487</t ermino 1 ogy_app 1 i ed> 
DSP* ? iro^a -7 r >f ;v tc ^o* v » t gfii£ £ ft X v> * <7) ^ £ i£Hi£ -r h tz tb izum 
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[0 114] 
[0 1151 

-e-L-C, DSPOf&giJfjt^ti, </about^this_policy>t;<t y^Tt^o 
[0 116] 

±^ODSPO»Jfif$R^M^T. *°'J v-<9rt#£<policy>£</policy> 
[0 117] 
[0 118] 

sJ?V v-<policy>(±, ^imOT^-b^$IJ^;w-;u<acc_rule>-e«^;$tL^. 
— o<7)T^-tX$!J^;w-;V<acc_rule>(i, K^ra^ > KD^f^'kd 

oc_category> £ P^;V<doc_security_level>£— ^Uti^ U §f>CT^ -fe^ffi] 

[0 119] 

T ? -t-X ffijfp 'J * h <ac 1> f± , IttfctD T ^ -fe ^ $IJf® iV^>h <ace>-ri#^c $ ft 

Z) o 

[0 12 0] 

# T * -b * fflJfPi V <ace>(i , tir&sL- if cry fj ■f- =f 'j <user_categ 

ory>t l^;l/<user_security_level>£ — ^KliJeU £ h\Z^^L<D^r^V— s y 
a >"<operation>"C$|J?!c£ tL& 0 
[0121] 

^•<operation>(i^ — o<7)^-^ U — v a >^<name> t » — o<7)*£jh<denied/>^ 
i fct±— ocofFPl<allowed/>, t /w*±^Sc^><requirement>t?flfJK$ tt^ e 
[0 12 2] 

K+i^ > h<7)*f ^'J <doc_category> J ^ > ^- — "9* <7) # -r <user_category_l 
evel>HfS^LTW^" ANY" (i, if<OfjT^), RV\ l^JWl & igffl $ *i%> -T 
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£^ LTV» * 0 ifz^ zL-*f<n f, -r rf ij <user_category><7>" DOC-CATEGORY" 
[0 12 3] 

-Olifttii, m±ir^>^^]y~^ a >tcii<denied/>^^1-^ J: d L 
[0 12 4] 

. -eo K+a^ y h Cov^t, v a >>6 ? pTfg^if^C(i, if 

[0 12 5] 

fit, DSP£, ±f£0<fc d 1:^9 y h ^^--A^^L^V^XML-efE^-r^Cl 

il 3 Opolicy.terminology.xmlT r >f ;i^[U 1 5:0* £121 2 3 <7)pol icy. xml "7 r 
;WCffii£LTV>& «fc ? |cK^a^>bHitat^!/-y3> (hardcopy 
, scan£f) <>5S5e"C#*o 
[0 12 6] 

^Ili<^> HI 2 5 H^f^frO^tC, J^TO<requirement>explicit_author 
izat ion</requirement> 
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[0 12 7] 
[0 12 8] 

* & e» & c #> ffi c <t d ks^-t & £ t # & o 

[0 12 9] 

v a >CTi: tC<operation><allowed/x/operation><h J: -9 & Ati z H#3a : £ ffi 

it^oii^iv^-e, fe^#"Cf^nri-&*^v-v3 <aii 

owed_operat ions> <!: . It XT L^v^^l/-ya > £ . <denied_operat io 

[0 13 0] 

El 2 7 It, ±m<DDS?ZWmLM.^®tffiir %>m* <DM®-*7F-fo 
[0131] 

£k±X»MWLfz£ 7 fc, 111 2 7 K^£*ifcDSP5 0(2, XML (Extens ib 
le Markup Language) "effij££ ft"Cv*& 0 fit, IST-fi^fr 

^53. Xii. CD-ROM, CD-R. CD-RW, DVD, DVD-R. D 
VD-RAM. DVD-RW. DVD + RW. D V D + R <D X 7 * * 5 

4 7 %tmmfc*ftl&1r 2>Zt&X&2> 0 ttz, -e^«T-lft&DSP£ n > k? 
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[0 13 2] 

^oDSPti. itwy^f A|piito-t + a r-r ->-<ogE&-ef±fc < , A 

T#iIK*lJfflL*'*< fc&o 
[0 13 3] 

2 ^Wt:ov^^tl)o 02 8 14, :£f&0^cD-te*i'j 

[0 13 4] 

o 

[0 13 5] 

02 914, XML (Extensible Markup Language) 

[0 13 6] 

[212 8H^-t^:||^<7)^i&fiJco^:#^^f)^gl 0 0(4, ^ 

3 10 1, r- 10 2, J--HfJRttJR»^S 103, 
10 4, Wa'Jf^-l'Jy-lOS, Wi&W l) ¥l& 106, 

*)f-n0 y h7-^#- M 084 l9«^:^tL^ 0 

[0 13 7] 

tf-^W-y a W?*;H 0 1 K14, m^Wi^^n 1 1 Oj^A^JSJi^o 
[0 13 8] 

EI 2 8 HioV^T(4, f%^Ift^B(4, ^fflO^N- i 71: 4 «9 tit ^f^> 4 9 
tcfE« $ titv^ ^, tfLffl Or? t^r<Dnyi£sL-^ ±.xmft $ ft * 7 s 
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[0 13 9] 

d2 9(i, XMLt:<t l9!B^L7t, Wa'Jf -f#'J->-?*D, ofoJ:^ 
l 3 £tf1- 0 

[0 14 0] 

— ;Hli, E12 9 0^4^fB<7)<acc_rule>^ib, fill Ofir B <7)<user_securi 
ty_level>ANY</user_security_level>£ Hi 1 tfS<operation> 

it* h , fH 1 4 g </operat ion> $ -TO§[$5Hz J: «9 fEizE $ 0 
[0141] 

S 5 ff @ tf> <doc_category>ANY</doc_category> (i , *r^'J-(: ^ t> 
[0 14 2] 

H 6 ff § <0<doc_security_level>basic</doc_security_level>{i^ ifclrO-tr^r 
aV x>T V^Uri^basicOt £ £^1- 0 
[0 14 3] 

S 9 fx @ <7)<user_category>ANY</user_category>(i > 3.— *f(Di] -r 3*>j — 
[0 14 4] 

ill 0 ffli 0<user_security_level>ANY</user_security_level>(i^ jx — -*f<7) 
[0 14 5] 

Mfcfcl 2^fg£Hl 3 ; JfgO<name>scan</name>^y f <allowed/>(i. H^IR. 
[0 14 6] 

&oT, ;v-;HT'(i, H5ffg> ^6^tS, »9ffB, Si 0^fS> Si 2 



taiEilf 2 003-3057737 



#M 2002-297888 



lV^)\>if" basic" (Dm^-Kit. 3L~-*f<DiJT=fi) -iZfrfrfr 0 & < , £o x 
[0 14 7] 

%HZ, ;V-;i/2(i, HI 2 90^4tf S<7)<acc_rule>^^ > ^ 1 0 g <7)<user_ 
security_level>ANY</user_security_level>£ tOlKM^ W> \ 5 B <opera 
tion>^^>. W>2 O^f §</operation>£-COf($53^=fc f9f£$£*t& 0 
[0 14 8] 

^ 5 ft g (7) <doc_category>ANY</doc_category> ;£# # x 3' 'J - 
i9 & < ;w-;v2«ffl£*i&.r ££^LTv>& 0 
[0 14 9] 

H 6 fr @ <7)<doc_security_level>basic</doc_security_level>(i^ ^t#<7)-b^r 
j- U -r ^ l^^;v^%asicO £ § £tf1- 0 
[0 15 0] 

H 9 ft @ <7)<user_category>ANY</user_category> (i ^ J~ — -9*05 # x 3' ' j — 
[0151] 

Hi 0 fr@ <7)<user_security_level>ANY</user_security_level>(i> a.—-*f<7) 
[0 15 2] 

mi 6ftBfrhmi 9ftB<D 
<name>ne t_de 1 i very</name> 
<requi rement>audi t</requi rement> 
<requ i rement >pr i n t_res t r i c t i on</requ i rement > 
<requ i rement > t rus t ed_channe 1 </requ i rement > 

[0 15 3] 

f£oT. ;V-^2t(i, *5*tB, &6?t§, ^9tfS> mi OftE, 6 
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basic" Oit^lcti, a-fo*f^J -fcjto&vfc 0 * < , 
[0 15 4] 

fit, ;w-;U3li, [32 9 Of2 4^f BO<acc_rule>>&^ 03Ofi : BO<u 
ser_security_level>ANY</user_security_level>i "COgP^S.C/, 0 3 lfif@<o 
peration>^£>, 03 5fif B</operation>2 T~<DUfrfc X ^fBj&$*L& 0 
[0 15 5] 

0 2 5 fif B <7)<doc_category>ANY</doc_category>(±, ScWiJ 7~ ^f) ~ \Zfrfrt> 
[0 15 6] 

0 2 6 tT@ ^<doc_security_level>high</doc_security_level>(i^ 
[0 15 7] 

0 2 9fri 0<user_category>DOC-CATEGORY</user_category> (2, Jl- -»f O # 
[0 15 8] 

03 0 fir B ^><user_security_level>ANY</user_security_level>(i^ a. — -*f<D 

[0 15 9] 

03 2fifB^£>03 4ff BO, 
<name>scan</name> 
<requ i rement>audi t</requ i rement> 
<requ i rement >embed_t race_ inf o</requ i rement > 

[0 16 0] 
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fct, )V-)V3X&, H2 5*tE> H2 6^fB, ^2 9tfB. S3 0*tB> 
I&3 l*T@^<bfg3 4^fgtcj: *K XmiJ7-*V-Kfrfrt>*) & < , £#<7)-fe* 
a'Jt^^H ? " high" OJir^-tCti, ZL-4f<DU r -H>*3c1f<D1j -f - 

[0161] 

L/:H*(7) ^ ^ A X ^ > 7 U v^ 0 SfcK, rn^£flE»-r*£ 

[0 16 2] 

EI 2 9 K^Lfc-fe**.'; v-MLT, BI2 8C^L^^ 

k , •) mtfi^xm zm&wz m^mmm iz^^xum-r 

[0 16 3] 

ft-rmnK, a-tv •? a 1 x\ 3--*f&\ m&womw: 1 0 0 izuRxm&tgtm. 
u 3 y/**)i< 1 0 1 %k-xmm%&ty. *) ustf 1 1 0 zxij-rz 

o 

[0 16 4] 
[0 16 5] 
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Xf7 "7° A 3 T% 1 0 4 (i. ££#7*- * CO 

1 0 2 m^£*LT^&:fc#I D^^fiS-r^ JjT=fi)-, -b^a'Jf ^ 

smu m&wt)^&i o 6 ^s£ni-<?>o 

[0 16 6] 

-7 7°A4t\ f%^M^£l 0 6(i, ±f50£#«1«|#^4£.l 0 
[0 16 7] 

V^;l^" basic" <7)^c#^|^c^^l9 LiH LTV^Jt^c^ Jftffi-f^i^ 
[0 16 8] 

'Jf^ high" co^:#^|f^m^ Li^t Ltv^l^i:(±, mT^coJ: 

91:, rn^^is^-r^.iiij r&m^m%mmzmfr&tfz.t] ^ 

[0 16 9] 

Xf y 7* A 5 - 1 -C\ ±^f7'7*4 0-b + i 1 Jf >f l"<)Vtf n basi 
[0 1 7 0] 

— ^> ^f7 7A5-2fli, il^Xf 774^ + a'Jf high 
[0171] 

^ff -7°A 5 - 2 <D®&\,Zl*. MWf7 •/6-U.6-2 J&^frSfl 

o 
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[0 17 2] 

Xf-y 7° A 6 - 1 -Cti, 1-^TCO^#^^7t-T<r t^T'^^V^^i, jr— if 
[0 17 3] 

-<7>*#-£-^J2> ^r-y/A6-2T*li, JJlWf A7-H^A7-6 
[0 1 7 4] 

^T77°A7-1 -Cti, ^---rmt«#^ 10 3(i, v 3 y/i^)V 

o 

[0 17 5] 

y "7° A 7 - 2 -Cf±. <f|±, ^-^i/- v 3 >/t^;n o 1 ^e>o. 
— «f I D£A#-T-i>o 
[0 17 6] 

^f->7°A7-3m JL— 9*JRt£ft*»#©: 1 0 3 14, ^--HflD^^ 

-fc^U-r-f l^;w£Ift?#U 0!*IR^gl 0 6 Km&irZ>o 
[0 17 7] 

[0 17 8] 

•e-L-r. xf77 4 A7-5m a*flJto7tjt*T'-^tzai*Rri6*fliff©a 

ESSE 7*- * «t §c*flfc 0 L fzW&O 9 A A * * > :/£^A,-C & <t 

[0 17 9] 

fHfel^ Xf'77°A7-6t\ a.— y\f%mT-9 &> i*KI)f-n0 7 
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[0 18 0] 

&±<D£7{Z, m2 9^L/:-b^a'Jf^f'J y-iffflLT, 02 8^ 
[0181] 

[0 18 2] 

%-?mnK. xt-v ~7B l r% jl- -W, 0E*SX 9£§fi l o 6 c«t^t-; 
^c#oii^^ i i o * ta-To 

[0 18 3] 
[0 18 4] 

7,7- y 7°B 3 T\ ^#JStt^##^ 10 414, frc^Ifto ^^»t ? - * O 

0 2 i::fi»3*LTV»*:fc» I Dd^iSi-^^T-^U ^^fa'Jf ^ l^^^^^X 
f#U 0 6 Km%\-th 0 
[0 18 5] 

7 t- v 7'B 4 -CJi, m&M n ^Wl 1 0 6 (4, _t!S<7):£#^t«#3M£ 1 

o 4^m^Ltz^cmmiiK^x, **x.vrmv v-i o so^o^js-t^ 

[0 18 6] 

basic" <«# : Hf<^IK*K ^^7-^ffiiLJ:HLO^i^ 
[0 18 7] 

tit, ±m<om2 9^l--b^i;x-r*° , J->-KS-^T x -b^fi 

maE# 2003-3057737 
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Vt- J woutf" high" <DjClFf:8LW0 Li 9 t L"Cv^J»^i:ii, m&WL*) 
[0 18 8] 

'J 1 0 5rttC#^t^v^^tC(± N x^ y 7°B 5 - 1 "Cti, WcfrHW^&Ll 
0 6 fi:£#£* 7h7-^?K-H0 8 &^LT* 7 h7-^^SSISLt, MS 

[0 18 9] 

U v- 1 0 5rtK#|E"f **r£-K*i, ^f 7 7'5-2t\ ^ 3M£ 1 0 6 # ? 

, * <t) % -j-^x m tz -r z t # ? -e § & & * fijje-r & 0 

[0 19 0] 

^f7 7°B5-2 <Dm&lZte3kiZ, 7 7- v -f B 5 - 3 X\ * v Y 7 - 7 \ZW& 

^Df-^iftilLt^TtSo Mx.l£, Z\fiit, l^f-^B4^ -fe 
a. 'J high" <DWi / kX~$>2> 0 

[0191] 

[0 19 2] 

7 7*B6-2m ilOt^fa'Jf^W basic 

LiMWUWJkTf^ Scm^^y h «7-^McSeif Lt^TtSo C^i:i±, * 
f 7 7"B6-2t-li, JATO^f 7 7* v B7-l^<bB7-6 ^Htf $ *i& 0 
[0 19 3] 
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1 0 1^£>, M^H^^l 1 0 £tBL£JL~ Ffc, <f I DOA^J^^th 
i"o 

[0 19 4] 

j^xy y°B 7-2XH, t^l/-ya>A-^;n 0 
-^f I D£A^-f£o 
[0 19 5] 

7f^B7-3m ^---rmi4W#^l 0 3 (±, a-fIDH 

[0 19 6] 
[0 19 7] 

9(tztz_ it ADOBE (£^Sj«0 <7) iWmikJlti * 3# o £PDF£ ^) K £ 0 
[0 19 8] 

ficxf7 -7°b 7 - 6 1?{±, z>mmm&(tz £ x.i£IPsec^VPNfc t*) 

[0 19 9] 
[0 2 0 0] 
[0 2 0 1] 

ttlIiE^2 003-3057 737 
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x^f *°7 v-£$lf L, rt^<75*°'; v-DB (t---**-^-vO K&ffir&m 
^13 0 0 00»J^^ 0 Ei3 0ti^i-1t^3 0 0 0(4, ±i£L£, f« 

«3 o o o*±, m^m^->"jy 3001, cpu (tp&t&mmm 3002, # 

'J v-DB3 0 0 3, 7 7 ? n-va>3 0 0 4 ^tf* y h7-^ 3 0 0 6i:g 
3t£;jX/C:*-y h7-^#-h 3 0 0 5 i ^fffJ&^ti&o 
[0 2 0 2] 

CPU3 0 0 2li, 7 7'n-y3>3 0 0 4O»tot, 7>7h7-^ 
f 3 0 0 5 £i§DT^»^*°'; y-*$iL, F*3g|$<7)* 0 7 v-DB 3 0 0 
3(Cf£#-f£o h7-^7 , nhn;Hi, fl!lx.(4\ TCP/IP. HTTP+XML(SOAP) =Sr 
ZiDZOSL 7 ttWMtihK^u h n;i/*flJffi1-&£ *>T?i;&o FTP^M 

[0 2 0 3] 

fe&$L<OW}ftte> T7"7^-V3 V3 0 0 4 K<fc «fP£*l& 0 CPU300 
2(4, 7^'] ^-y 3 > 3 0 0 4 ^f)«i:^o «t^o CPU3 0 0 2 
(4, v-DB 3 0 0 3 frhWmZtiX\<*2>tfV v-*®&*ajfo f Lt, M 
c^tii Lfc#'; v-(lfef<£fiT^&;u-;Wlt£oT, }g£-$S.x > v > 3 0 0 1 £ 
WlfPU fit, 7/n-y3>3 0 0 4(7)^Iino nH, *°7 
v-(Cfef££;jxTv>£;l/-;WCt&oT^$t3 0 0 0 OWsftifflW-t &o 
[0 2 0 4] 

*^«i4oiiit:ov^pit^ 0 in 3 1 (4, $L%w<Dm4<Dm 

y-^#U rtSBOsK'; v-DB (x-^^-^-X) 3 0 

o owmm^o in 3 1 bzjf;-rm&m3 oooii, ±aifc, 0e^s^ en 

filiJ^fiXfi, If^tXIi, i*L^oa^*o«^«*fltjEfei-*o «^#8 3 0 0 
0(4, Mx>y>3 0 0 1, CPU (^^StUS) 3 0 0 2, *°7v-D 
B 3 0 0 3, T7"^-y3 >3 0 0 4&tmO^U*tefciB«*(E#3 1 0 1 (I 
J: *)mf&2 *i&o El 3 1 (C£v*T, C P U 3 0 0 2 (4, 77'J ^- v 3 > 3 0 0 
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x^f v-^||c<^aiL-C, W't o, iy-DB 3 0 0 3 «t^o l*l£R<7) 
v-DB 3 0 0 3 ic-fe^o. 'J -r ^ v-j&*SB«3iirt:|£tf>»fln±, _ti£ 

[0 2 0 5] 

^0^Lnrtg^fE'lt^3 1 0 1 <DM&. h% 7 

[0 2 0 6] 

5^)»Ji:ov>tp|t^ 0 13 3 2(4, ^fP^Ofil 5 <D% 
Wfo*fFto III 3 2(4, «^«3 0 0 01:, 7-^7-^ 3 0 0 6 £^LT, -fe 
Jr^'J^^^ 1 ; y-^n^fA 3 2 0 0 O^Jfefll £^-T 0 El 3 2 C/^f 
y^fAll, M£%k3 000, *7>7-^ 3 0 0 6, flD>v-;i^3 2 0 1 
y-flt-lf^ 3 2 0 2frt>m&LZti2>o 
[0 2 0 7] 

5te-F*#JK> t^fa'Jr^ y-^t^y^fA 3 2 0 O^flfli, 
fl3>V-^3 2 0 1 frhtf*) y-flf-a 3 2 0 2^°') ->-*KSg"f 

[0 2 0 8] 

•^d, ^'Jy-flt-^3 2 0 214, «£*183 0 0 0 ^ y 3 0 

0 6 £^LT!£5e $ *° V ~> - SrS&fil" & o 
[0 2 0 9] 

fit, «^«3 0 0 014, *v h7-^ 3 0 0 6 £^LT#V y-flt- 
^3 2 0 2 ^<b^« L£*°'j y-i:fctlftt^o 
[0 2 10] 

iOJ:9 &fli/£<0:t#^(C, 11^3 0 0 0(4, *°>; z/-i&m"f&tfV is-m 
It-t"^ 3 2 0 2 tfmmx* &2>i><DX-$>2>frb*7 fr*mfr#> 2>ZtX\ ^iso 
^I'Jy-^Mt^-S^'J y-Ot^^KC^t^t^o -ttefrib 
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[0211] 

*-'J y-flt-^ 3 2 0 2IJ, i^g#OEIiE'lf#^^'; v 
-^II^#3 0 0 OCMt^o 
[0 2 12] 

>kK, 0 0 Oltmm ZtifztfV y-flt-ex3 2 0 2 OfSiE'lim 

[0 2 13] 

fLt, - <Dtf 'J v - liS^ — If .X 3 2 0 2 OfSfE'lIf fK^IE L V> <b $ tt £ 
[0 2 14] 

ClOJ:d^K)^^ll^f1-'2>-«!:^J: *t£-$|3 0 0 0{i. F B 1®o/:^'Jy- 
[0 2 15] 

[0 2 16] 

HI 3 3 Clfy^fA 3 2 0 0(i, *l£-$£ 3 0 0 0 K\ *yh7-*3006 
*^Lt, -b^r^ -r-r #V y-^t^yXfA 3 2 0 OWWJ^/Tto 
1213 3 tC^1-vX^A(i. 3 000. ^'^7-^ 3 0 0 6, fl3>V 

-^3 2 0 lS^'Jy-fIt-^3 2 0 2 ^<bfilJ&£ ti£ 0 ^HMWi. 

[0 2 17] 

^-rft^tc. m&m3 o o o^iwA^ii^o 

[0 2 18] 

*t£-$t3 0 0 0ii*°'; lfX3 2 0 2^^^'J y-«t 

& o 

[0 2 19] 

miiE#2 003-3057737 



#H 2002-297888 



^-v: 52/ 



LT, 3 0 0 0 (±, *° »; y-flt- If * 3 2 0 2 H5tf# Lfcstf 'J v - 

[0 2 2 0] 

fi. v-*^f-r^>^^3 0 0 o & * co-e 

&-c£&o o o o^mm-. #v tr^3 202 

[0 2 2 1 ] 

*°'J v -1=^+1- -tf^ 3 2 0 2 Cltf-Bo 
[0 2 2 2] 

#U y-flt- if* 3 2 0 2 f±, 2H33*Lfcfc<fr«3 0 0 O^eSIR 
[0 2 2 3] 

fit, -0*t^«3 0 0 OOEiEfflfaij^iEL^t, * 0, J y-flf- if * 3 
2 0 2 jOT*BLrt*&K«U 11^3 0 0 0 £#'J y-^lft^. 0 
lOi 9 &»ffc*f|fft&£fcteJ: *K #'Jy-fIt-lfX3 2 0 2li, £ 

[0 2 2 4] 

•TZtztblZit, if* 3 2 0 2fflfc, «^«3 0 0 Ottfc, 21 

«t 9 & 2 ooKffpfc, — ocor-7°'; -> 3 >-CfT 9 - trt ? -C£ So 
[0 2 2 5] 

03 4 C^fy^fA 3 2 0 0 (i, M^3 000, ^^7-^ 3 0 0 6, 
fl3>y-;i/3 2 0 lTOJy-fit-i;;3 2 0 2 ^fbf#J££*L£o 
[0 2 2 6] 



mtiE#2 003-3057737 



!$m 2002-297888 



^-v: 53/ 



10 2 2 7] 

yXf^3 2 0 0WfIf(i, fln>y-;v3 2 0 1 ^<b*°'j 
v-^S+f--^^ 3 2 0 2-\*°'; v-£1£te1-&o 
[0 2 2 8] 

#1; vHf3-9— tT* 3 2 0 2 li, v-B£^Jii*P«:S^«|3 0 0 0 
[0 2 2 9] 

f «£MSI3 OOOfi, #V ->-«a-9— bf^3 2 0 2 
[0 2 3 0] 
[0 2 3 1 ] 

[0 2 3-2] 

tiffin ZlK* *<Dm^ tt£-«3 0 0 2 0 2^ 

[0 2 3 3] 



H3 5 l^fyXfA 3 2 0 0it H£-^3 000, h7-^ 3 0 0 6, 
1=31=7 >y-;v 3 2 0 1. aKV kT^3 2 0 2&U\ 1f£^3 0 0 0 

KftjfcXtt, gigcSti*:*^ 5 0 1 frhm&Zti&o 

[0 2 3 4] 

[0 2 3 5] 



titiliE#2 003-3057737 



#J& 2002-297888 



^-v! 54/ 



lt> #n<7>*7- y-7°-e(i> ic, 3 0 0 0 *>i§*4»fc, *>fv-£i 

13 5 0 1^ K5ei^S!JO«a«:«ftli-*o 
[0 2 3 6] 

i2^f ii^f7 ^t*^ £ titzm^mm 300 

Ofi, 2 0 2^^fVy-^#t-6 0 

[02 3 7] 

Lt, %3<D7s7-';-f~Q\ 1t^-1t3 0 0 0(i, m% Ltztf >; v- tc^o Ti& 
[0 2 3 8] 

-^i^tC, mitt & Z t IZ £ ^ IS:^B#^J^ioV^T, I^i3 0 0 0ft # 
v-^S-^-lf^ 3 2 0 2^f)#'J y-^Hft^^t, m^^WxAOJ^tz 

[0 2 3 9] 

^#§^<7)^9 0||JiMtwOV^T^-r^o EI3 6U\ ^:%m<7>m9<Dm 
[0 2 4 0] 

*H*feM"T?(±, 5fc-f*l50^> ^-7 9^>T\ m^3 0 0 0tc, ^'Jv-£1& 
[0 2 4 1 ] 

tt^«3 0 0 Otif^^tLTt:^'; v-^^oT»j^i-^>o 
[0 2 4 2] 

<t)I/f £^a^f£tt£ 0 *-7?>r >-c*°>; ~>-£ 

fl^-r^^tcti, ^*°'Jy-i:, &^A4££nn- VZt'Z&m-f&ztizx 

[0 2 4 3] 

>k\z^ *§&w<vmi o^mmm^^xmrn-r^o 03 7ti. \ 0 
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[0 2 4 4] 

HI 3 7 tCTjrtv^xA 3 2 0 0(i. 000, ^-;b7-^ 3 0 0 6, 

tln>y-^3 2 0 lS^f'J If* 3 2 0 2 j&><b«j££*L&o 

[0 2 4 5] 

t77^>t\ n^3 oooc, 1 oj^jio^'j 

[0 2 4 6] 

^H, f!n>y-;V3 2 0 H^, *°>J If* 3 2 0 2 

[0 2 4 7] 

-€-LT, v-^S^-tr* 3 2 0 2 fi, «£-#|3 OOOt:, f£;££ 

[0 2 4 8] 

fti:, «^«3 0 0 011, #V y-flt-lf7 3 2 0 2 0i:<t »9;i£o£*L 
[0 2 4 9] 

^HJ&^fl CiO, t77-f> -CISte L # y - fcUU 0 #x. T f IJffl-f £ CI t ?&* 
[0 2 5 0] 

m±^Lfc«td^> ^iciot, -t^r^'j-r^f^'; v-k*oWc:£# 

tt*M*,. fzci£3£M£tf\ ^r^a'Jf^f'J v- £^l»^f£^-& Affi^MS- 
[Ell] 
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[0 2] 

document_label_terminology.xml<7)7 r >f )^<D } ) 7, Y (DM^t^^MT^^o 
[03] 

policy.terminology.xml^^r^^O'J^. h<7)M£^1~0 (1) tr£>£o 

po 1 i cy_t erm i no 1 ogy. xm 1 <D7 r ^ )V(D 'J 7 Y (Dffl&TF-fm (2) T$>2> 0 
[0 5] 

policy_terminology.xml<7)y'T^^O , ;^>Of!l ; &^t"0 (3) "C 
[0 6] 

policy_terminology.xml?)"7 r -Y )V<r> V X h O^OSrTFi" 0 (4) 
[0 7] 

policy_terminology.xml<7)7 r ;K7)'j ^ hO0iJ^^i-0 (5) "C$>2> 0 
[0 8] 

pol icy_terminology.xml<7) 7 t 4 )V(D >J ^ h<D#U£^t"0 (6) "C&S 0 
[0 9] 

policy_terminology.xml<7)7 t^;K7)';^ h<7)0!l^r^-t-0 (7) "C&& 0 
[010] 

policy_terminology.xml<7)"7 T^;l^C0';^ (8) "C$>& 0 

[011] 

pol icy_terminology.xml CO 7 r4)V<D^)7 YcoMi^i'M (9) -Cab&o 
[0 12] 

policy_terminology.xmlcO"7 r^)V<D J )7 h<7)^?:^t 0 (10) -e^>-i> 0 
[0 13] 

pol icy_terminology.xml?>7 r -f ;K£> V * h <DM £^1"0 (11) X«$>2> 0 
[014] 

policy. xail(D7 r ^ )^0OV 7, V oom^^-tm (1) -C£>& 0 
[0 15] 

pol icy. xmlO "7 r^f ;K7)>; ^ hO^fl?r^1-0 (2) -C&& 0 
[0 16] 
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poiicy.xmi<7)-7 r x y<D$\}$:7Firm (3) -c&& 0 

[EI 1 7] 

poiicy.xmi<7)-7 r x v <Dffl%7F-fm (4) -e&& 0 

[118] 

policy.xml<7)-7 r Y ;K£>'J 7 h<7)#!l£^1-0 (5) Xh^o 
[01.91 

policy.xml<7)7 r <i )V<D*) 7, h (6) X*$>2> 0 

[02 0] 

policy.xmlco^ t ;U<7)'; ^. h COM *^t"HI (7) t^^ 0 
[021] 

policy.xmKO? r -i )V<DV 3, Y (D^l^T^-fm (8) Xhho 
[02 2] 

Volicy.xm\<D7 t 4 fr<DV X hOMZTFirm (9) 7?hZ>o 
[02 3] 

pol icy. xml <D 7 rJfrOV 7. h O^lj £7^0 (10) -C£>& 0 
[02 4] 

.Dspotftgijif £^-r 0-c& * o 

[02 5] 

*° >; v - <75 |*|^ * ^-T— HJ&flfl '* ^1" 0 T ab * o 
[02 6] 

[0 2 7] 

DSP£M Llog^t^l^ W$:^tiT^^o 
[02 8] 

[02 9] ■ 

XML (Extensible Markup Language) tC<t *9 f S 
[03 0] 
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[EI3 l ] 
[HI3 2] 
[EI3 3] 
[EI 3 4] 
[EI3 5] 
[EI36] 
[EI3 7] 

M^O^ 1 0 (O^li^J ^ o 
5 0 DSP 

5 1 ^- Kfa^ 

5 2 «t^Cr-V*^ 

5 3 7l/^yy;UfVX^ 

5 4 TfcT'V^ 

5 5 n y tf a - * 

5 6 * y h «7 — * 

1 0 0 »9 

10 1 Jr^U—z/ a >/n°^;1/ 

1 0 2 r*- ?^-J* 

i o 3 x.~*fmwm^& 
i o 4 -xmmmm^WL 

1 0 5 Wa'Jf^-^'J y- 
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i o 6 m&w 19 
i o 7 tx^m. y) t* — 9 

10 8 * y F7-^*'- b 

1 1 o m&w ^ 

3000 m^m. 

3001 m^m^-y^y 

3 0 0 2 CPU 

3 0 0 3 ^'Jy-DB 

3 0 0 4 r-7°';y-->3> 

3 0 0 5 

3006 * y h 7 - ? 

3 2 0 1 fl3>v-;i/ 

3 2 0 2 v-^g-^- t:^ 

3501 ^-r-r-^m 
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documentJabeljterminology.xml(Z)3'7'fVU(D 

<?xml version= M 1.0" encoding="SHIFT-JIS" ?> 

<document_label_terminology> 

<about_this_terminology> 

<serial_number>RDST0100-00000000000001- 
0001</serial_number> 

<title>Of fice System Research and Development Center, 
DOCUMENT— LABEL- TERMINOLOGY</ tit le> 

<version>l . 00</version> 

<creat ion_da te> 2 001/12/21 13:37: 1 8 < / cr ea t ion_da te> 
<creator>Yoichi Kanai</creator> 

<description>This is a sample document-label 

terminology . </descr iption> 

</about_this_terminology> 

<enumeration> 

<enum_id>doc_category</enum_id> 
<enum_name>Document Category </enum_name> 
<description> JtS* ir ^ V <DSI£k/description> 
<item> 

<name>internal doc</name> 
<description>t£f*l — iKit : S</description> 

</item> 

<item> 

<name>human_resource doc</name> 
<description>A^H^5iS : </description> 

</item> 

<item> 

<name>technical doc</name> 
<description>i£^§SJ^:£iJ</description> 
</item> 
</ enumerat ion> 
<enumeration> 

<enum_id>doc_security_level</enuin_id> 
<enum_name> Document Security Level </enum_name> 
<description>;Jt1i£>-&^-=L V *r 4 l^^K^S3S</description> 
<item> 

<name>basic</name> 

<description>tfc^Sf</description> 
</item> 
<item> 

<name>meium</name> 

<description>§5</description> 
</item> 
<item> 

<name>high</name> 
<description>S*$5</description> 
</item> 
< /enumerat ion> 

</document label terminology> 
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policy_terminology.xml(D"7T-<;i/<Z) U X h<D0>J£/Ft" HI ( 1 ) 

<?xml version= M 1.0 M encoding="SHIFT-JIS " ?> 

<policy_terminology> 

<about_this_terminology> 

<serial_number>RDSTO 100-0000 0000000001- 
9487</serial_nuraber> 

<title>Of f ice System Research and Development Center, 
DOCUMENT-SECURITY— POLICY— TERMIN0L0GY</ tit le> 

<version>l . 00</version> 

<creation_date>2001/12/21 13 : 37 : 18</creation_date> 
<creator>Yoichi Kanai</creator> 

<description>This is a sample policy 

terminology , </description> 
</about_this_terminology> 

<!— j-fwm —> 

<enuraeration> 

<enum_id>systera_type</enum_id> 
<enum_name>Systera Type</enum name> 
<description> v / ^ , T'A^.Y^ p (^SS</description> 
<item> 

<name>Copier</name> 

<description>J3nM8!</description> 

<operation>copier_pperation</operation> 

</item> 

<item> 

<name>Pr inter </narae> 

<description>3^y is $ </description> 

<oper a tion>pr interloper at ion</operation> 

</item> 

<item> 

<name>Facsimile</name> 

<descr iption>^ T 9 v' ^ V </description> 
<operation>fax_operation</operation> 

</item> 

<item> 

<name> Scanner </name> 

<description>^3r-Y"?~</description> 

<operation>scanner_operation</operation> 

</item> 

<item> 

<name>Document Repository</name> 
<description>^tS!) tf\ is h V </description> 
<operation>repository_operation</ operation> 

</item> 

<item> 

<name>E-Meeting</name> 

<description>li J f-^^^^7^A</description> 
<operation>emeetinq operation</operation> 
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</item> 
</enumeration> 

<!-- A^>f^ri^U-:/3 — > 

<enumeration> 

<enum_id>copier_operation</enum_id> 

<enum_name>Copier operation</enum_name> 

<description>^^SIlC|§^5^^<U— ></description> 

<item> 

< n ame >h a r d c op y < / name > 

<description>JK^^6>SE^<0^^</description> 
<requirement>hardcopy_requirement</requirement> 
</item> 
</enumeration> 
<enuraeration> 
! <enum_id>p r interloper at ion</enum_id> 

<enum_name>Printer Operation</enum_name> 
<description>^y is* \Zf!&t>Z>3r'<l<'— > 3 ^</description> 
<item> 

<name>pr int</name> 

<description>®^-S:#Sr*E^B3ft'J</description> 
<requirement>print_requirement</requirement> 
</item> 
</enuraeration> 
<enumeration> 

<enum_id>fax_operation</enum_id> 

<enum_name> Facsimile Operation</ enum_name> , 
<description>^T ^^^Mt>5^"^l^— v^a ^</description> 
<item> 

<name>f ax_send</narae> 

<description>^ T 2 <0 i£fe</ description 
<requirement>fax_send_requirement</ requirement 
</item> 

<item> | 
<name> fax_receive< / name> 

<description>*7 T 9 ^<OSf&</de script ion> 

! <requirement>f ax_receive_requirement</requirement> 

</item> 
</enumeration> 

<enumeration> j 
<enum_id> scanner^oper a t ion< / enum_id> 
<enum_name> Scanner Operation</enum_name> 
<description>^^-V^Jd|Bt>5^*^^*- % >3 ^</description> 
<item> 

<name> s can < /name> 

<description> * * -T V LttftflCtS 

</description> 

! < r equ i r ement > s can_r equ i r ement< / requ i r emen t > 

</item> 

</enumeration> , 
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<enumeration> 

<enum_id>repository_operation</enum_id> 

<enum narne> Document Repository Operation</enura_name> 

<desc7iption> XW V # *J h V tBfc5^^i^-^3 y 

</description> 
<item> 

<name>store</name> 

<description>iS#"^5 </descr iption> 
<requirement>store_requirement</requirement> 

• </item> 
<item> 

<name>revise</narae> 

<description>3fefI ■ 5 </ description 

< r equ i r emen t > rev i se_r equ i r ement < / requirement> 
</item> 

<item> 

<name>delete</name> 

<description>H!j|& * flfeSH~3</description> 
<requ irement >de lete_requ i remen t < / requ ir ement> 

</item> 

<item> 

< n ante > r ead< / n ame > 

<description>#KH~£></description> 
<requirement>read_requirement</requirement> 

</item> 

<item> 

<name>net_delivery</name> 

<description> ^ 7 h 7-^ T'Eflit 5 ( i£ ft 5 ) 
</description> 

<requirement>net_delivery_requirement</requirement> 

</item> 

<item> 

<name>di sc_de 1 i very < /name> 

<description> "X^^^TBB^i"^ (j^M^S) 
</description> 

<requirement>disc_delivery_requirement</requirement> 

</item> 

<item> 

<name>archive</name> 

<description> T — # << 7 • s< V $ T y "7 5 
</description> 

<requirement>archive_requirement</requirement> 

</item> 

< / enumer ation> 

<enumeration> 

<enum_id>emeeting_operation</ enum_id> 
<enuni_name>E-Meeting Operation</enurnjname> 
<description> m^^^^^^AlCiifrS^^L'' — v-a Is 

</description> 
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<item> 

<name>meeting use</name> 
<descript:ion>I?SS^?U^i~5</description> 

<requirement>meet:ing_use_requirement:</ requirements 
</item> 
</enuraeration> 

<enumeration> 

<enum_id>hardcopy_requirement</enum_id> 

<enum_name> Hard copy Requirements /enum_name> 

<description> : S^t^08i^^35W : </description> 

<item> 

<name>explicit authorization</name> 
<description>§^£ft&1f RT</description> 

</item> 

<item> 

<name>audit</name> 

<description>g;SSES) ; ^i2^</description> 
</item> 
<item> 

<name>audit_with_image</name> 

<description> 6 4 S W ^ ^ * — 5* ♦* # IB * 

</description> 
</item> 

</enumeration> 

<enumeration> 

<enum_id>print_requirement</enum_id> 
<enum_name> Print Requirements /enum_ name> 
<description>epJS!H-il^^^#</descript:ion> 
<item> 

<name>explicit_authorization</name> 
<description>M^toftf^*Fj (ftlfflfflffi) </description> 

</item> 

<item> 

<name>audit</name> 

<description>!£SiIJ#^fE&</descript:ion> 
</item> 
<item> 

<name>audit._with_image</name> 

<description> £ S H J$ <1> 4 
</description> 
</item> 
<item> 

<name>private_access</name> 

<description> ~7 V > h Ufc^Al^iSttffl^ 
</ description > 

</item> . 
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policy_terminology.xmlO>'77 r ^r;UO , JXha)^J^5ix"^^(5) 



<it;em> 

<name>trusted channel</name> 

<descr iption>?f «^ * *>^0$lj ffl (R1»Jx— ^ CDRf^b) 
</description> 
</it.em> 
<item> 

<name>embed_trace info</name> 

<description>^i;yh7!> M-iiJ5Mt«««>i&* (ig*>U 
K) </description> 

</item> 
</ enumerate ion > 
<enumeration> 

<enum_id>f ax_send_requireraent</ enum_id> 

<enum_name> Requirement on Sending Fax 

Message</enum_name> 

<description>^T ^^2lfe^Ht55^ft 1 </descript:ion> 

<item> 

<name>explicit_authorization</name> 
<description>M^W^tlFPr (fUfflfWfR) </description> 

</item> 

<item> 

<name>audit</name> 

<description>SaESES^<Of5fi!:</description> 
</item> 
<item> 

<name>audit_with_image</narae> 

<description> ESElE*0>f^ — ^W#IE« 
</description> 
</item> 
<item> 

<name>destination restrictioa</narae> 
<description>Ju5t^lS</descript:ion> 

</item> 

<item> 

<name>private mode</name> 

<description>^Jg«=e— KT?^i^fe</description> 
</item> 
<item> 

<name>trusted channel</name> 

<description>7t®^-r^/^^?«Jffl {?T 9 **f~9 toft* 
ft) </description> 
</item> 
<item> 

< n ame > emb ed_t r a c e_i n f o < / n aine > 

<description>2lfB^r^^^iiB5 : ^S«)ii^ (S*>U 9 
^</l^, 3— K) </description> 

</item> 
<item> 

<name>non_repudiation</name> 

<description>S : SKit (*kVbM<D&M) </description> 

</item> 
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</enumeration> 

<enumeration> 

<enum_id>fax_receive_requirexnent</enum_id> 

<enum _name>Requirement on Receiving Fax 

Me s s a ge < / enum_name > 

<description>> f T ^^SftfC|it>S5l{4 : </description> 

<item> 

<name>audit</name> 

<description>S3£liEJ^^>IS©:</description> 
</item> 
<item> 

<name>audit_with_iraage</name> 

<description> g£ JE SE <Z> W * — S> # # 13 ft 
</description> 
</item> 
<item> 

<name>private access</name> 

<description>"^Jg 7 T ^ * <E>?u5te* A M «fc 5 9 til L 
</description> 
</item> 
<item> 

<name> trusted t ime s t amp </ name > 
<description>?§tfi£ r >< -k* 9 X^</descript:ion> 

</item> 

<item> 

<name>embed_trace_info</name> 

<description>^ft7T^^i-iIJ»1taai»ii^ (S^U 5 
^<yW, =3— K) </description> 

</item> 
</enumeration> 
<enumeration> 

<enum id> scan_requirement< / enum_id> 

<enum narae>Scan Requirement</enum name> 

«Jescrip1:ion>^*^^K:IB*>5S?fl= (»#Ufc*lCO^Ttt«#W* 
5r3§ffl"t"2>) </description> 
<item> 

<name>explicit_authorization</narae> 
<description>§^Wfrl^ (WfflfBlPR) </description> 

</item> 

<item> 

<narae>audit</name> 

<description>^!EIEB^^iHS</descrip1:ioh> 
</item> 
<item> 

<name>audit_with_image</name> 

<description> l£ ^ SE 'f * — ft # IE ft 

</description> 
</item> 
<item> 

<name>embed_trace inf o</name> 
<description>^^r-y>'B?^{Cia^^g^>^^ G8*>U Z 
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^</V, /<— 3— K) </description> 
</item> 

</enumeration> 

<enumeration> 

<enum_id>store_requirement</enum__id> 
<enum_name> Store Requ i r ement < / enum_name> 
<description>{&#t£|Ili>5S#</description> 
<item> 

<name>explicit_authorization</name> 
<description>W^»^ff^I {ftJfflfWPK) </description> 

</item> 

<item> 

<name>audit < /name> 

<description>^JEffiEB!^cDlE^</description> 
</item> 
<itexn> 

<name>encryption</name> 

<description>fife#7 f — 9 <£>0&-SHfc</description> 
</item> 
<item> 

<name>integrityi?rotection</ name> 
<description>fi^#7 5 — ^03fe^A/^SI</description> 
</item> 
</enuraeration> 
<enumeration> 

<enum_id> rev i se_requ i reraent</enum_id> 
<enum_name> Revise Requirements enum_name> 
<description>eS:fHc:|Bfc5^<4 : </description> 
<item> 

<name>explicit_authorization</name> 
<description>9i^WftflF*J </description> 

</item> 

<item> 

<name>audit</name> 

<description>£3SSEJ8?OfE&</description> 
</item> 
<item> 

<name> vers ion ing</name> 

<description>^ — 3 >^WS</description> 
</item> 

</enuraeration> 

< enume r a t i on > 

<enum_id>delete_requir ement </enum_id> 
<enum_name> Delete Requ ir ement </enum_name> 
<description>6UB£ - *&^Cg|;b5Sf£</description> 
<item> 

<name>explicit_authorization</name> 
<description>M^W^f^ *J (^Jfflf&lfK) </description> 

</item> 

<item> 

<name> audit </name> 
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<-* i-i *- -i i «-> % B^" -TP Ifek //") |fr i •cr' / H c? r" i nt i r»n> 




</item> 




< i teni^ 




<name> audit with imao;e</naxne> 


c pC w 


<description> £ s It ^» W 4 > ^ TT 


</description> 




</item> 




<item> 




<narae>complete_erase</name> 




<description>^^?H^</description> 




</item> 




</enumeration> 




<enumeration> 




<enum_id>read_requirement</enum_id> 




< e n um_n ame > Re a d Requ i r erne n t < / enum_name > 




<description>#fiSI^S^SSft : </description> 




<item> 




<name>explicit author ization</name> 




<description>?^ft#f^ (^JfflJPJRB) </description> 


</item> 




<item> 




<name>audit</name> 




<description>SSIiEB!l ; CO|aSa</description> 




</item> 




<item> 




<name>edit restriction</naroe> 




<description> Sii±Of^? CD ^ # 


m n w 


</description> 




</item> 




<item> 




<name>print restriction</name> 


u i* w 


<description> W ftl M it 7* — 9 (O # 


</description> 




</item> 




<item> 




<name>locat ion restriction</ name> 




<description> #fi8»3f{S^^>X-^^>^^ 




</description> 




</item> 




<item> 




<nanie>user restriction</naine> 




<description> — If f& Ifc <D T — 9 <D & & 




</description> 




</item> 




</enumeration> 




<enumeration> 




<enum id>net delivery requirement</enum__id> 




<enum name>Delivery via Network Requirement</enum_name> 


<description> * 1/ h V — ^ E ^ (31ft) IC H t> 


55lft 


</description> 




<item> 
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<najne>explicit._authorization</name> 
<description>W^tt&i^ (ftifflftflEB) </description> 

</item> 

<item> 

<name>audit</name> 

<description>S^ESEfiSO|E^</descript:ion> 
</item> 
<item> 

<n ame > au di t_w i t.h_ima ge < / n ame > 

<description> i£ ff H Bfr <D * — i? # # 12 & 
</description> 
</item> 
<item> 

<name>trusted channel</name> 

<description>7l«^ * */W<0*1J/B (SHfx — * *>Mte) 
</description> 
</item> 
<it:em> 

<name>destination restriction</narne> 
<description> ?S 5fc~flPJ BR (tfcF*JO*Ba{f*Tffi#^) 
</description> 

</item> 

<itern> 

<name>edit_rest;riction</nanie> 

<descrip-tion> i$^±^)f - ? <D 3a E {f *T 
</description> 
</item> 
<item> 

<name>print_restriction</ name> 

<description> W JB'J £1 it <£> ^ ~ * © * B ft JlF 
</description> 
</item> 
<item> 

<name>location restriction</name> 
<description> ^l&^MK^'D^— *£>^6BfIf)F^J 
</description> 

</item> 

<item> 

<name>user_restriction</name> 

<description> — J *f?Bife<D'r — # tf> 2* K ft fF *J 

</description> 
</item> 

< / enumerati on> 

< enumeration 

<enum_id>disc_ de 1 i ve r y_requ i r ement< /enum_id> 
<enum_name> Delivery via Disc Requirement</enum_name> 
description^ -< ^i8fc>5Sft 1 </description> 
<item> 

<narae>explicit:_au1:horization</name> 
<descript:ion>93^to&lft»r (fUJSf&IEB) </description> 
</item> 



ffiSE# 2003-3057737 



2002-297888 



^-v: 12/ 



[mi 2] 



policy_terminology.xml(D"7T^;Ua> , JXha)^l^7r^"gl(10) 



<item> 

<n ame > aud i Z < / name > 

<description>SBtliES!lF^I£^</descript:ion> 
</itera> 
<item> 

<n ame > a u di t_wi t h_ima ge < / name > 

<description> 1£ SE 8E Sfc <£> -Y > — S> ft # IB • 
</description> 
</item> 
<item> 

<name>encryption</name> 

<description>aif ; t , X— ^OPgf#^k</description> 
</item> 
<item> 

<name> integrity protection</narae> 
<description>3i# , 7^— ^ <£&^A/RfS</description> 

</item> 

<item> 

<name>edit_restriction</ name> 

<description> H^^JhO^— ^ <£> ^ i£ ft ff 1 »I 
</description> 
</item> 
<item> 

<narae>print_restriction</name> 

<description> W BA & it <*> *r — 9 tf> * i£ ft fF 
</description> 
</item> 
<item> 

<name>location restriction</name> 
<description> # m^ffi PS 5£ <0 *r ' — 9 <D * 21 ft Wt pT 
</description> 

</item> 

<item> 

<name>user_restriction</name> 

<description> ^ — if K ^ CD — * <D i£ ft fF bJ 

</description> 
</item> 

</enumeration> 

<enumeration> 

<enuro_id>archive_requirement</enum_id> 
<enum_name> Archive Requirement /enum_name> 
<description> T — * 4 7 • '< V ? T «y \Z & t> Z> & 

</description> 
<item> 

<name>explicit_aut:horizat:ion</name> 
<description>^*W&tf *J (flJ/Bfglfg) </description> 

</item> 

<item> 

<name>audit.</narae> 

<description>S3SIEB^C0|E®</descrip1:ion> 
</item> 
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<item> 

<name>encryption</name> 

<descript:ion>T— J) <{ ^ CD ff£*Ht< /description 

</item> 
<item> 

<name>integrityj)rotection</ name> 
<description> T — 33 4 ~7 *f *~ 9 <D & g As & 

</description> 
</item> 

</enuraeration> 

<enumeration> 

<enum_id>meeting_use_requirement:</enum_id> 
<enum_name>Mee ting- use Requirement*:/ enum_name> 
<descri P 1:ion>^^-ec^flJffl^||fc5^#</descript:ion> 
<item> 

<naTne>explicit_authorization</name> 
<description>W^WftflF"r (fUMfWRS) </description> 

</item> 

<item> 

<name>audit</name> 

<description>SSSEB^^>|5^</description> 
</item> 
<item> 

<name>audit_with_image</name> 

<description> ^. ^ U &f <0 -f * — *J f* # IE & 
</description> 
</item> 
</enumeration> 

</policy terminology> 



fflSE#2 003-3057737 



#SS 2002-297888 ^- V : 14/ 




[014] 



policy.xml(D^T-r;ua)UXh(D^J^^-r^(1 ) 



<?xml version= M 1.0" encoding~ H SHIFT-JIS" ?> 
<document_security_ pol icy> 
<about__this_jpolicy> 

<serial_number>RDSP0100-00000000000012- 
2023</serial_number> 

<terminology_applied>RDST0100-00 00 000000000 1- 
9487</terminology_applied> 

<title>0f f ice System Research and Development Center, 
DOCUMENT-SECURITY-POLICY</title> 

<version>l . 30</version> 

<creation_date>2002/02/18 22 : 30 : 24</creation_date> 
<creator>Yoichi Kanai</creator> 

<description>This is a sample document security 
policy. </description> 
</aboutjthis_policy> 
<policy> 

<acc_rule> 

<doc_category>ANY</doc_category> 

<doc_security_level>basic</doc_security_level> 

<acl> 

<ace> 

<user_category>ANY</user_category> 

<user_security_level>ANY</user_security_level> 

<operation> 

<name>hardcopy</narae> 
<allowed/xi — allowed 

without any requirement — > 

</operation> 

<operation> 

<name>print</name> 
<allowed/>< ! — allowed 

without any requirement — > 

</operation> 
<operation> 

<name> fax^send</name> 

<requirement>audit</requirement> 

<requirement>explicit_authorization</requirement> 

</operation> 
<operation> 

<name>f ax_receive</name> 
<allowed/xi — allowed 

without any requirement — > 

</operation> 
<operation> 

<name> scan</name> 
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<a 1 lowed/ >< ! — 


al lowed 


without any requirement - 














<nneration> 






<name>store</name> 








allowed 


without any requirement - 


— > 






v./ operduion^ 




















a. 1 lowed 


without any requirement - 


-> 






</operation> 






<operation> 






<name>delete</name> 






<allowed/><! — 


allowed 


without any requirement - 


-> 






</operation> 






<operation> 






<name>read</name> 






<allowed/><! — 


allowed 


without any requirement - 


-> 






</operation> 






<operation> 






<name>net_delivery</name> 


<requirement>audit</requirement> 




<requirement>explicit_authorization</requirement> 


<requirement>print_ 


restriction*:/ requirement 




<requirement>trusted_channel</requirement> 






</operation> 






<operation> 






<name>disc_delivery</name> 


<requirement>audit</requirement> 




<requirement>explicit_authorization</requirement> 


<requirement>print_ 


restriction</requireraent> 






</operation> 






<operation> 






<name>archive</name> 






<allowed/>< ! — 


allowed 


without any requirement - 


-> 






</operation> 






<operation> 






<name>meeting_use</name> 




<allowed/><! — 


allowed 
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without any requirement — > 

</operation> 

</ace> 

</acl> 
</acc_rule> 
<acc_rule> 

<doc_category>ANY</doc_category> 

<doc_security_level>medium</doc_security_level> 
<acl> 

<ace> 

<user_category>DOC- 

CATEGORY </user__cat ego ry> 

<user_security_level>ANY</user_security_level> 

<operatioh> 

<name>hardcopy</ name> 

<requirement>audit</requirement> 

<requirement>embed^trace_info</requirement> 

</operation> 
<operation> 

<name>print</naroe> 

<requireraent>audit</requirement> 

<requirement>embed_trace_info</requirement> 

</operation> 

<operation> 

<name>fax_send</name> 
<denied/><! — denied even if 

it is explicitly authorized — > 

</operation> 

<operation> 

<name>fax_receive</name> 
<allowed/>< ! — allowed 

without any requirement — > 

</operation> 
<operation> 

<name> s can< / name> 

<requirement>audit</ requirement> 

<requirement>embed_trace_info</requirement> 

</operation> 

<operation> 

<name>store</name> 
<allowed/>< ! — allowed 

without any requirement — > 

</operation> 

<operation> 
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<name>revise</name> 
<allowed/>< ! — allowed 

without any requirement — > 

</operation> 

<operation> 

<name>delete</name> 
<allowed/>< i — allowed 

without any requirement — > 

</operation> 
<operation> 

<name>read</name> 

<requirement>audit</requirement> 

<requirement>print_restriction</requirement> 

<requirement>location_restriction</requirement> 

</operation> 
<operation> 

<name>net_delivery</name> 

<requirement>audit</requirement> 

<requirement>explicit_authorization</ requirement 

<requirement>print_restriction</ requirement 

<requirement>trusted_channel</ requirement 

</operation> 
<operation> 

<name>disc_delivery</name> 

<requirement>audit</requirement> 

<req^irement>explicit_authorization</ requirement 

<requirement>print_restriction</requirement> 

</operation> 

<operation> 

<name>archive</name> 
<allowed/><! — allowed 

without any requirement — > 

</operation> 

<operation> 

<name>meeting_use</name> 
<allowed/><i — allowed 

without any requirement — > 

</operation> 

</ace> 
<ace> 

<user cateqory>ANY</user category> 
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<user_security_level>ANY</user_security_level> 








<operation> 








<name>hardcopy</ name> 








sacniea/^v! — aeniea even 


It 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>print</ naroe> 








<denied/><! — denied even 


if" 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>fax_send</name> 








<denied/x ! denied even 


11 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name> f ax_receive</name> 








<denied/><! — denied even 


if 


it 


is 


explicitly authorized --> 








< / operation> 








<operation> 








<name>scan</name> 








<denied/><! — denied even 


if 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>store</name> 








<denied/><! — denied even 


if 


it is explicitly authorized — > 








</operation> 








<operation> 








<naroe>revise</nanie> 








<denied/><! — denied even 


if 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>delete</name> 








<denied/><! — denied even 


if 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>read</name> 








<requirement>explicit_authorization</requirement> 








<requirement>audit</requirement> 








<requirement>print_restriction</ requirement> 
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<requirement>location__restriction</ requirement> 








</ operation> 








S r\. r\. a a +* "5 Y\ 

soperaLion/ 
















vQ6niea/ v. i uenieu even 


if 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








vnanic-'uis c aeiiveiy^/ liajne^ 










if 


it 


is 


explicitly authorized — > 








<>./ operaLion-^ - 








<operation> 








<naroe>arch.ive</ name> 








SQcIllcU/ i UCUJLCU C VCll 


if 


it 


is 


explicitly authorized — > 








</operation> 








N-operatioii'' 








< name >me e t i ng_u s e < / n ame> 








<denied/><! — denied even 


if 


it 


is 


explicitly authorized — > 








</operation> 








</ace> 








</acl> 








</acc_rule> 








<acc_rule> 








<doc_category >AN Y< / doc_c a tegory > 








<doc security_level>high</doc_security_level> 








<acl> 








<ace> 








<user_category>DOC- 




CATEGORY</user_category> 








<user security_level>ANY</user_security_level> 








<operation> 








<name>hardcopy</name> 








<denied/><! — denied even 


if 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>pr int< /name> 








<requirement>explicit_authorization</requireraent> 








<requirement>audit</requirement> 








<requirement>private_access</requirement> 








<requirement>trusted_channel</requirement> 








<requirement>embed trace inf o</requirement> 
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</operation> 

<operation> 

<name>f ax_send</ name> 
<denied/><! — denied even if 

it is explicitly authorized — > 

</operation> 
<operation> 

<nanie>fax_receive</name> 
<allowed/>< ! — allowed 

without any requirement — > 

</ opera tion> 

<operation> 

<naine> s can </ name > 
<denied/><! — denied even if 

it is explicitly authorized — > 

</operation> 
<operation> 

<name>store</name> 

<requirement>audit</requirement> 

<requirement>encryption</requirement> 

<requirement>inte~grity_protection</ requirement 

</operation> 
<operation> 

<name>r evis e< / narae> 

<requirement>versioning</requirement> 

</operation> 
<operation> 

<name>delete</name> 

<requirement>complete_erase</requirement> 

</operation> 
<operation> 

<name>read</name> 

<requirement>audit</requirement> 

<requirement>print_restriction</ requirement 

<requirement>location_restriction< /requirement 

<requirement>user_restriction</requireraent> 

</operation> 

<operation> 

<name> net_de 1 i very< /name> 
<denied/><! — denied even if 

it is explicitly authorized — > 

</operation> 
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<operation> 

<name>disc_ deli very </name> 

<requirement>audit</requirement> 

<reo^irement>explicit_authorization</requirement> 

<requirement>encryption</requirement> 

<requirement>print — restrict ion</ requirement 

</operation> 
<operation> 

<name> a r ch i ve< / name> 

<requ i rement > encrypt ion< / requ i rement> 

<requirement>integrity_j>rotection</requireraent> 

</operation> 
<operation> 

<name>meeting_use</name> 

<requirement>explicit_authorization</requirement> 

</operation> 

</ace> 
<ace> 

<user_category>ANY</user_category> 

<user_security_level>ANY</user_security_level> 

<operation> 

< n ame > h a r dc opy < / n ame> 
<denied/><! — denied even if 

it is explicitly authorized — > 

</operation> 

<operation> 

<name>print</name> 
<denied/><i — denied even if 

it is explicitly authorized — > 

</operation> 

<operation> 

<name>f ax_send</name> 
<denied/><! — denied even if 

it is explicitly authorized — > 

</operation> 

<operation> 

< n ame > f ax_r e c e i ve < / n ame > 
<denied/><! — denied even if 

it is explicitly authorized — > 

</operation> 

<operation> 

<name>scan</name> 
<denied/><? — denied even if 
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it 


is 


explicitly authorized — > 








</ operation> 








<operation> 








vnanie^SLore^/ name/ 








<06nieQ/ i aenxea even 


XX 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>revise</name> 








<denied/><! — denied even 


if 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>delete</name> 








<denied/><! — denied even 


if 


it 


is 


explicitly autnorized — > 








</ operation> 








<operation> 








<name>read</ name> 








<requirenient>explicxt_authorizatxon</ requxrement> 








<requirement>audit</requirement> 








<reguirement>print_restriction</requirement> 








<requireinent>location^restriction</ requirement> 








<requirement>user_restriction</requirement> 








</operation> 








<operation> 








<name> ne t^del ivery < / name > 








<aenxea/><!' — aenxea even 


xr 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>disc del ivery </name> 








^r\ar\ i / 'n. <^ | Hon i aH oven 
vuenicu/ -^v. : uciij-cu even 


\ f 
J. i. 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>archive</name> 








<denied/><! — denied even 


if 


it 


is 


explicitly authorized — > 








</operation> 








<operation> 








<name>meeting__use</name> 








<denied/>< ! — denied even 


if 


it 


is 


explicitly authorized — > 








</operation> 








</ace> 
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</acl> 
</acc_rule> 
</policy> 

</docugient security policy> 



2 4] 



DSP<Dif£sytf#B0>0ij£^-r^ 



<about_thi s_pol i cy> 

<serial_number>RDSP010O-0O00OOOOO00012-2O23</serial_number> 

<terminology_applied>RDST0100-00000000000001- 
9487</terminology_appl ied> 

<title>Off ice System Research and Development Center, 
DOCUMENT-SECURITY-POLICY</title> 

<version>l. 20</version> 

<creat ion_date>2002/02/18 22 : 30 : 24</creat ion_date> 
<creator>Yoichi Kanai</creator> 

<description>This is a sample document security 
policy. </description> 

</about_this_policy> 
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<policy> 

<acc_rule> 

<doc_category>ANY</doc_category> 

<doc_security_level>medium</doc_security_level> 

<acl> 

<ace> 

<user_category>DOC- 

CATEGORY</user_category> 

<user_security_level>ANY</user_security_level> 

<operation> 

<name>f ax_send</name> 
<denied/><! — denied even if it 

is explicitly authorized — > 

</operation> 
<operation> 

<name>net_del i very</name> 

<requirement>audit</requirement> 
<requirement>explicit_authorization</requirement> 

</operation> 

<operation> 

<name>fax_receive</name> 
<allowed/><! — allowed without 



requirements — > 



</operation> 



</ace> 
<ace> 

</ace> 

</acl> 

</acc_rule> 

<acc_rule> 

<doc_category>ANY</doc_category> 
<doc_security_level>high</doc_security_level> 

<acl> 

</acl> *" 
</acc_rule> 

</policy> : 
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<po!icy> 

<acc_rule> 

<doc_category>ANY</doc_category> 

<doc_security_level>medium</doc_security_level> 

<acl> 

<ace> 

<user_category>DOC- 

CATEGORY</user_category> 

<user_security_level>ANY</user_security_level> 

<denied_operations> <! — denied even if 
it is explicitly authorized — > 

<name>f ax_send</ name> 
</denied_operations> 
<operation> 

<name>net_delivery</name> 

<requirement>audit</requirement> 

<requirement>explicit_authorization</requirement> 

</operation> 
<operation> 



without requirements — > 



</operation> 
<allowed_operations> 



<! — allowed 



<name>fax_receive</name> 
<name>store</name> 

</a 1 lowe d_opera t i ons > 

</ace> 
<ace> 

</ace> 

</acl> 
</acc_rule> 
<acc_rule> 

<doc_category>ANY </doc_category> 

<doc_security_level>high</doc_security_level> 

<acl> 

</acl> 
</acc_rule> 

</policy> 
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h- 52 
MO, 



—53 



□ 



55 



f O 1-54 



=l>t°zL— ^ (te&MW) CD-ROM, CD-R, CD-RW, DVD, 

DVD-R, DVD-RAM, DVD-RW, 

/^"""^^n DVD+RW, DVD+R, - ■ - 

(>^h9--y)— 56 
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CO 
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Eg 
Do 



OJ 

o 



o 



as 









1 








1 & 











2* 



Ti'A 



co 



T 1 

■If 



\ 
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XML(Extensible Markup Language) I C«fcyiB^Lfc 



A 
I 
I 

A A 

4J i— J A 

C A d> +J 

CD-P A > C 

B C >iCD $ 

CD <D A MH g 

M g rH O | CD 

•H <D 0) CP >i M 

O M > CD -P -H 

tT-H CD «P-H P 

0) 2 «— I rtf M O 1 

A >, 3 C m tr I O p CD 

A\ <D >i IO A M 

4-> v M +-> m a; 

c c\ -h a> w cv 

<d o v m co | cd o 

►H O oW O £-HH 3 3 M SM-I 

t-> Qj q) q) x: <d -p a) o \ cd cd c 

J A W -P CO 4-> M O C A CD V W M-H 

E-» >i| Cd 3 *H A -H -H C >i CO, >jP -H | 

5 oo |v B ct-mx: ou ov tro 

ac 0>T5 M>n T3 m Q) « O CPO CD>h <d <d 

CO d>^ CDZ CD C M CD I CUT* MM 

W MT3 4->\ H< \-P 

_ w _ _ v v leu <d v < a v| 

CT» O-H \rH rH >,P -M P UH -PTJ 

C lC0 VOArH M-H £ CO ID* I CD A -H CD 

HA On) >h > CD « CDTJ-H D O-H CJ > CD-CO 

T) >i 0,0 2 CD B >3MH O.C O 0) EDS 

OO 73 A <rH (01 -H rd a-M T5A QH cd 03 CD 

O-H ^rH A I CI <H A A A \-H. A | C A A 

CH V <D >i>i \— VCD >i>i ^-P-P 

CD O >* > M 4-> V V TJ C CCJ > M*P V G C 

CL Z CD O-H CAA ItPCDOJA 5Z CD O-H C (D CD A 

= | 2rH &MAffl\CA-PHgeC SJrH t^MA(dggC 

O >, A I CDlSCO'dOCJCDiDCDCDO A | <D 3 G O CD CD O 

. +J >,>, 4J O O W CD-H O C U M M«H >i >i +JOOt0MM-H 

t— I -H M +J (d CD -H A £ -P -H A -H -H -H -P M -P <tf CD H A -H -H .p 

= M O-H UW4J(DO<0 4Jfl)D3PfO O-H <■> CO -P 0) D D Jt 

II p O^M | N grH M (0 g CrCTCTM t*M I NSC^CfM 

CO CD P M M M aJH CD M fO CD CD CD CD A CD 3 M M M <C CD CD CD A 

OCD A -P O CDCDCDGtdaCDCMMM ftA CD A -P O CD CD CD G M M D*A CD 
-H CO CD (d CD A CO CO D,V V O 0*V VVVOCD H CD *d CD A CO CO ftV V V O CD rH 

to | HUD) (D3 3 0 \ O NUA3HOO, (D 3 3 O *^OA3 

M-P 3 IIAOVVV VV V (OHUp ||AOVVV V (0 rH MA 

<DCAMOO*H(0 \ O |M O OH (d \ O |>i 

>CD>»|OOOV VfOOlOOOV V<dOO 

B o u-o-S fd \ u o-d-d m \ o-h 

rH§-HOVVV VfdOVVV VOJrH 

£ UH ro — flJ 2 

KOOV VV V a 

V V V v 
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